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It’s October, which means the biggest
online shopping day of the YEAR is
just weeks away: Cyber Monday.
Unfortunately, it’s also open season
for cybercriminals. Because
preparation is the best prevention,
we’re covering the six most common
shopping scams this time of year and
how to avoid them.

It's Open Season For
Shopping Scams

Thanks to cybercriminals, what
should be a season of festive shopping
is now dangerous for consumers.
According to the Federal Trade
Commission, shopping scams were
the second-worst type of scam in the
US in 2023. And online scams are at
their worst during the holidays.
According to TransUnion’s 2022
Global Digital Fraud Trends report,
there was a 127% increase in daily
fraud attempts

SHOPPING
SCAMS AND
HOW TO
AVOID THEM
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between November 24 and 28
compared to January 1 through
November 23.

Due to the high volume of shopping
activity during the holiday season,
cybercriminals don’t have to work
hard to find potential victims. But it’s
not simply volume that contributes to
the rise in attacks; consumers take
more risks during the holiday season.
According to Norton’s 2022 Cyber
Safety Insights Report, nearly one in
three adults (32%) worldwide
admitted to taking more risks with
online shopping closer to the
holidays. Last-minute shopping
pressure or excitement around scoring
big deals results in common mistakes,
including clicking on unverified
links, using public WiFi for
transactions and ignoring website

security red flags.
continued on page 2.
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